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It is challenging to operate battery energy storage systems 
(BESSs) optimally and to monitor BESSs for disturbances
• Existing controllers and models have varying levels of accuracy
• Existing fault monitoring methods (i.e. chi-squared test) have false 

alarms and are not designed to detect stealthy cyberattacks
• BESS cybersecurity is often an afterthought or is neglected entirely

APPROACH
Accurate battery models improve control systems and can 
be repurposed to flag disturbances and cyberattacks [1]

RESULTS

CONCLUSIONS & IMPACT

FUTURE DIRECTIONS

The ECM accurately represented a Lithium-ion battery cell’s 
dynamics, as validated by experimental data from [3]
• ECM remained accurate despite degradation
• Parameters were optimized over time to ensure fit
• Method was compatible with multiple cell chemistries

Low-cost solution enhances safety 
and security for BESSs and the grid
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Utilities and industry urgently need an affordable solution 
to improve the safety, security, and reliability of BESSs
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Fig. 1. Possible consequences of BESS failure 

Experimental Cell 
Characterization
• Sandia’s Arbin 

battery tester
• Capacity test
• Pulse test
• OCV tests

Generate System 
Cycling Data
• Sandia’s Hybrid 

Energy Storage 
System

• Normal cycling data
• Anomalous data

Fitting and 
Validating ECM
• Fit the ECM 

parameters using 
SLSQP in Python

• Validate ECM 
accuracy using 
cycling data

• Battery model: equivalent 
circuit model (ECM)

• State of charge (SoC): 
Coulomb counting (CC)

• Open circuit voltage 
(OCV): extracted 
experimentally

• Parameter fitting: 
sequential least squares 
programming (SLSQP)

Fig. 3. Battery modeling approach at Sandia 

Fig. 2. ECM diagram 
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Use accurate ECM for anomaly and 
cyberattack monitoring by [1]:
1. Incorporate a filter/estimator to 

estimate voltage
2. Compare voltage estimates to 

measured voltage from BESS
3. Use detector (Fig. 8) on voltage data to 

flag anomalies and cyberattacks

Fig. 8. Anomaly detector

Impacts
Affordability: does not require additional hardware or 
communications, model may be calibrated for existing systems
Safety and security: protects critical control electronics, which 
make up 30% of BESS costs [2], by alerting operator of disturbances
Technology transfer: expected after successful proof-of-concept
Compatibility: can be integrated with other Sandia projects, 
designed as a drop-in solution for the energy management system
Knowledge sharing: several publications are in preparation

Fig. 4. Cycle 1 current, SoC, and voltage 

Fig. 6. Cycle 1 optimized ECM parameters
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Fig. 5. Cycle 1 estimated voltage 

Fig. 7. RMSE across cycles 
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